VolPmonitor is used by many
ITSPs all over the world to
troubleshoot their customers

VolP quality.

VolPmonitor can decode SIP
calls to WAV or MP3 files from
G.711, G722*, G.729a, G.723,
iLBC, GSM, Opus, Isac, Silk,

Speex codecs.

VolIP monitor can be installed on

your server or you can buy

server directly from us!

Realtime rules

Upcoming version 5 implements
billing solution and all related
reporting/alerting along with

fraud detection.
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VolIP diagnostic and recording solution

VolPmonitor is network packet sniffer for SIP and RTP
VolP protocols running on linux. VolPmonitor is designed
to analyze quality of VoIP call based on network
parameters - delay variation and packet loss according to
ITU-T G.107 E-model which predicts quality on MOS
scale. Calls with all relevant statistics are saved to
MySQL database. Optionally each call can be saved to
pcap file with either only SIP protocol or SIP/RTP/RTCP
protocols. VolPmonitor can also decode speech and play
it over the commercial WEB GUI or save it to disk as
WAV. Supported codecs are G.711 G.729 G.723 iLBC

Speex GSM, Opus, Silk, G722, G722.1
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Real time SIP/RTP analyzing able to

capture thousands of simultaneous calls.

Comprehensive WEB GUI interface with

graphs and advanced filtering features.

Alerting rules based on SIP signalization
criteria (ASR, ACD) or RTP QoS criteria
(MOS, Jitter, Loss)

Supports any SIP enabled device like
Asterisk, FreeSWITCH, SER, Kamailio,
and codecs G.711, G722*, G.729a, G.723,
iLBC, Opus, Isac, Silk, Speex, GSM

"We have found VolPmonitor to be an essential
tool for our customer VolP troubleshooting.
Before VolPmonitor it would take a considerable
amount of effort to pinpoint any problem be it call
quality or NAT related issues. We have been
using VolPmonitor for a number of years and the
product development is one of the best | have
seen, personally | think VolPmonitor GUl is a
must have for all VoIP businesses." - Ashley

Breeden, Managing Director, URL Networks



We provide paid support for the
open source part of sniffer and
for the commercial WEB GUI

interface.

We are able to customize and

deploy our VolP monitoring

solution to fit customer needs.

Features

* Comprehensive filters to find specific CDRs based on
IP, telephone numbers, qualitative parameters
(loss/delay/MOS)

e Anti fraud rules realtime and based on CDR

® Reporst charts and email alerts

® Multi-user access allowing to view only certain IP/Tel.

numbers
® Detailed SIP messages flow with wireshark style view

o Listen to calls directly from WEB interface

e ) 3% 620w wwag li3mm &

6 N AR ol (1] B - (L]

fiididiid

R —

PR —

wxnaQ 11200 &

LR B
DA S A A A

e -

o SO0 ik

|14] CDR - from date  2012-09-25 [ v | to date 5
#f Filter Form @8 Quick Filters = {8 Reset filter = | B§ Menu~ [ Charts | |1

Curation Caller num/name Called num
s} Datetime - (LD SIP source IP SIP source [P
codec SIP agent SIP agent
233575463430@194.1.20...
2012-08-25  00:06 ) 3319579588443 43822821004@...

1115.. 194.20.164.31

17:22:08  GT711a user agent fw:1...

194.20.164.93
user agent fuw: 123

233575463430@194.1.20...
1115, 2012-09-25  00:06 () 233573588443
172208 G711a 194.20.164.27
user agent fu: 123

22852411114@1594.1.206....
1115 2012-09-25  00:08 () 22850536127
17:22:08 G711a 194.20.164.94
user agent fw:123

22852411114@154.1.206....

43822821094@...
87.137.43.194
user agent fw:l...

43822821143@...
194.20.164.31
user agent fw:l...

2012-09-25  00:08 () 22850536127 438228211430
1115.. 184.191.243.49
17:22:08 G711a 194.20.164.28 .
user agent fw:1
user agent fuw:123
233575463430@gw.3play.at
1115 2012-08-25  00:06 () empty 43822621034@...

194.20.164.90

17:22:08 G.711a 103.103.23.8
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[ 2000k 164122
487 Request Terminated 669
404 Not Found 579
500 Server Internal Error 269
603 Declined 215
481 Call legftransaction doas. 174 1
503 Senvice Unavailable 106
404 Not here 78
403 Not allowed - ip 61
486 Circuit busy - sb 34
403 Forbidden 23
403 Not relaying 20
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® Native PCAP file downloadable via WEB GUI

® Recording filters allows record voice (RTP) only for

some calls based on IP or tel. numbers.

e Loss and delay distribution graph for each call

o Sniffing directly on PBX / Soft switch Linux or on

dedicated Linux server mirroring traffic from switch.

e Import PCAP files captured with tcpdump/wireshark

o Live calls and live sniffer in GUI

Live sniffer
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: Da:c W Pow - sptpe: + number: Bl ot @

time source IP destination 1P prot. ~ description aallig
3 16:15:0350ms 1022501 5060 10229038: 5060 U SIPR0100Trying 398536762
9 16:15:03528ms 1022504 : 5060 10225038 5060 U SIPRO2000K 398536762
3 16:15:03550ms 10229.038: 5069 1022504 063 U ACKsip:3564376346@10.225.0.1:5060 SIP/2.0 398536762
8 16150504 10229038: 5063 1022501 5089 U BYEspISMIEM6QI02B0LS060S20  HESITE2
8 1615:05msne 1022801 5060 10280%: 080 U SPR0200K ST
3 16:15:080m 10229038 5069 1022901 5069 U INVITE sip:3564376346@10229.0.1 SIP2.0. 81232388
3 16:15:0892 ms 1022901 5060 10229038: 5060 U SIPR0100Trying 812323864
3 16:15:08527ms 10229041 : 5060 10225038 5060 U SIPRO2000K 812323864

# packettree | nextdata
Eqgand Al Expand SI branch
Geexul inormation
£zaze 1: 1370 bytes on wire (10960 bits), 1370 bytes captured (10360 bits)
Rew pecket data
Interaet Protocol Version 4, Src: 10.229.0.1 (10.229.0.1), Dat: 10.229.0.38 (10.229.0.38)
Usex Datageas Protocol, See Fort: sip (S060), Dat Port: i-net-2000-npr (5069)
4Session Initiation Protocol
4 state-Line: 519/2.0 200 0K
Status-Code: 200
Rosent Packot: False

Message Header: Vias $18/2.0/U0¢ 1 1229.0. 0

Message Body

3 16:15:08050me 10229038: 5063 102901: 5089 U ACKspISHIZ6MEEI0NSOLSORISHR0 812123864
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Caller src RTP MOS Called sre RTP MOS #
Last response delay distribution delay distribution Commands @
loss distribution loss distribution 9
194.20.164.93 194.20,164.27 b
200 45(4.5/45 45/4545 par [ g
200 0K 12 way 49
184.20,164.27 87.137.43.154
200 45/4.5/4.5 454545 rcar Bl
200 0K 31 312 wiay 4
L “
194.20.164.94 194.20,164.28
200 4.5/4.5/4.5 45/45/4.5 rcarEl
200 0K way 49
 —
194.20,164.28 184,191.243.49
200 45(4.5/45 45/45/45 =
200 0K 312 | way 49
»
193.103.23.95 164.20.164.93
200 45/4.5/45 454545 rcarEl
200 K way 9
¥
» group definition
group by: last sip response 7
cdr filters
SIP resp.: X |
codec: X |
sip IP: X |
cdr error if
MOS <:
Packets Loss [%6] =:
Jitter >:
Delay, count > v/,
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